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In October 2016, 600,000 internet connected cameras, DVR' s, routers and
other |oT devices were compromised and used to for a massive Bot Net to
launch what was the largest Denial Of Service (DOS) attack the internet had
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CCTV were infected with ransomware

In the lead up to the 2017 US Presidential inauguration, 65 per cent of the
recording servers for the city of Washington CCTV system were infected
with ransomware. How did the attack take place? Whilst unknown, it most
likely occurred by the same means as other common PC hacks such as
infected USB keys, malicious web sites, or phishing attacks.
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1. Ensuring the update server is secure.

2. the use of external ports such as USB to determine if
data can be maliciously accessed on the device without

IP Camera
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« |5: Privacy Concern (Privacy
Notification)

« |6: Insecure Cloud Interface

« |7:Insecure Mobile Interface
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