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20180326-1747-16 : 802.11 WPA Client Test Suite

T21H 5B (e ~ ° FE ~ B FF)

Valid case instrumentation DISABLED
External instrumentation DISABLED
Protocol semantics ENABLED
1, e ~ 7 ~ S - > 2 2,
: ; ; ] V== ~ 2 2
Conne_ct|on based instrumentation ENABLED L] id‘ '—‘-:‘.)‘ /Elj ;}7’ 3 E. ]"I 5 OOO(Z‘” a&;) A 7000( tl ‘35\)
SNMP instrumentation DISABLED

SNMP Trap instrumentation DISABLED b= S e t& 7]; J é
ISASecure CCM DISABLED 10000( r§ ) { i ﬂ‘ "V /P F
SafeGuard DISABLED . TN . . . o
Syslog instrurnenta_tio_n. DISABLED 7EIJ gé 3@ %i ‘:l f‘i 7EIJ %77 }f@ .l‘_E ﬁ’ 35
Instrumentation fail limit 2

Instrumentation frequency 1

Total of 10001 cases were executed.

Combined overall PASS
verdict
Verdict from tcp / protocol pass The test cases passed successfully. No flaws in the system under test were detected by the monitoring facility in context of these test
instrumentation cases.
0 fail There is a reason to believe that the SUT crashed or malfunctioned in some other detectable way while executing these test cases.
9999 pass The test cases passed successfully. No flaws in the system under test were detected by the monitoring facility in context of these test
cases.
1 user- The test was stopped by the user.
stop
1 n/a These test cases are not expecting the system under test to send any kind of reponse, and there was no basic instrumentation which

would have probed the system under test status during the test run. Therefore a diagnosis cannot be established.
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5.3.3 Wi-FiiBsl =2 =8I (1/2)

> ((9)
Q v ¢
&Rl S T .-
. ., . c . a , WPS (Wi-Fi Protected Setup)
5.33.1 % 2 Wi-Flle i3k &
WPS Status: Disabled | Enable WPS C:;g{;;gggg
§ (B8 5 4 4 TR RAEA

) etk EEWPS PINP I 27 e CurentPIN: 95023673 | Restore PIN || Gen New P

L‘_ 172 urrent PIN: | Restore || Gen New PIN |
i WPS PIN=* 5 r}: i Disable Router's PIN

Add a new device: | Add device |
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5.3.3 Wi-Fii@al = = 8l (2/2)

Status of Wireless Networks

. Signal Bit
SSID Mode Security Channel strength rate

()
TTC Master unsecured 11 57 %
TTC Master unsecured 11 65 %
TTC Master unsecured 11 52 %
AndroidAP Master WPAZ2-PSK 11 789

.
/0
Wireshark Master WPAZ-PSK 11 a2 %

2. ~ 4 o
d= TRyl - . e ess_test Master WPAZ2-PSK 9 100 %
]3} /EJ#’W # P“ﬁx A'\ 7?'] ’é“l % WPA-802. 1X/WPA2
" * “ F WPAZ2 Master 802 -1){ o . 6 a6 %
TTC Master unsecured 6 77 %
es5_maobile_testing Master WPA2-PSK 1 100 %
‘ . . TTC Master unsecured 1 88 %
& : = N =X
5 3 3 2 e \4 1 l-@ ﬁ%] "Q 3} ’%ﬁ' 'FF P /E'J f_..]’}‘ TTC Master unsecured 1 82 %
Refresh
Wireless Settings
: 2T = _\v ¥ [ .
- 2 2 -\ X SSID: Wireshark
° WI FI'} ‘ ‘-.,{ '!’\'_' %7}—3:. \ = WPAZJ iresharl
. 8 Network type: ® Master () Ad-Hoc
- FEmAEEEEY T g 7 B |
E— BN ] x_ Wl Fl i 2 N Security: WPA-/WPA2-PSK v
'!’\'_' @ = WPA settings:
Pre-shared Key: Manual hex (64 HEX chars)
* Passphrase (B to 63 ASCII chars)
Passphrase:
6 2 0T ST T DT DD ST T 6T R SO 4T R O 0 e e
BA B ;E A EE i) Warning! Passphrases and keys saved here will be sent to the AXIS M1031-W in
TELECOM TECHNOLOGY CENTER plain text,

Save | Reset

Wireless o



2R E i

= 0 AR R R

#ETIERL - FTd RiRl
B ok EplE A pap
A FAT AP iR
KA BIERE >

1R FF AERRE
2EAEEEP AE R K
BHERKEL LH A &
rEEEEIR
AFPRIRE2LERERE 2
Ed)
DERRE#RLIPLEER

FIERE

BA B A N EES B itr i

TELECOM TECHNOLOGY CENTER 8




i

i R B itY(1/5)

. BRI - R RS RIS R ER
BRI A BRAEREIMEE SR BARNE - BLUBARINE - GRES
BHASAERERER

B S I EH (MWEX )

il

A R Ll ER B M EmHREAEN - BhE - B3R - NS
IPCAMBEBERSXF |NEEREREIEERIARERRA
PR ZERAFR | REBRABREZEZERTM - =REHBIEA S
By AAE 40 e

BZERREZREMARIA BN X Z2EF1E -

BFELM

Bl EREREE

'IT —~

9




% 457 B 1t} (2/5) 7% A 18 220t 55 AA

- BFBRUBREIAFMERREIMRAE - L= & A S8R
¢ g D ﬂ i ‘ﬁ‘ﬁ

B7 B A AN EEE T
TELECOM TECHNOLOGY CENTER 10




#HER(3/5) IP CAMB & IE B 34 (VI FE)

l—
=

e 3 B8 (U1 B RO 25 L AT SR AR B 1P CAM BRI B S A LURI 8
A A SR

B R EAR L o B BN RS RGN
CEGRBEEE)) oE(GEEEDES) Rk ZREA

e 7 ERAEN T ES A TFEEMRRA:

3 EDSIEEH ST 8. H i tE = HVE R B {R 7 HAPR 5% AR:
DB EMGEEBNZY) o LEHRGEGEESDZS) 0. £ 5 = BN RE PR SR B
A BEAREMFIRE RN ER 2 N2 EE A EEEFREEH 22U = I
&= 2 10.[BFATFEVFEPRER AR

5. EmEMHERRRES AR ERAZEUEE:
AR EHREREBMEEE  AIREHEIEHEETH -

B7 B A AN EEE T
TELECOM TECHNOLOGY CENTER



T

5 R E 1Y (4/5) |
1. Enn}\ EH1H%T_D‘EFEﬁ$EH_I ?‘ ﬁ

278258 EEAVIRIEERAR:

.
I
EEEEEEEEEEEEEEEEEEEEEEE

BENEFRE

Mg 3R 52 3 (P FE)

12



T

HHER(5/5) IP CAMRB &I

1. ZERIENINEE Z 5% AT R AR:

2. ZFEBIFINARAA:

3.2 FERIIRIF Z EmaRAR:

ERE X&)

EEEEEEEEEEEEEEEEEEEEEEE

13



ExXEREGN

4/108H " EREREZEIEHBEZIGNES ) EXERENEE

13 @ g e EHRBHEs 22 7
HBEILBAHERTG FTEE L AR BE1H2HTIOTA S -

Qzﬁﬁéwiéw’%‘ f&&ﬁﬁ%ﬁ%ﬁ&ﬁ&
BALA B8 s Y 2 Fm 2 g8 /ﬁ}@;’% TREFHRF ) L ERTVPETHRE o

Q3: & %%%ﬂ%ﬁwiﬁMhH’{§’€ﬁ #ﬁ%iiﬁﬁ ZMB%)?
P CAMP = ¢ * Wi-Fits 2_> ¥ & ¢ * Bluetoothz: ZigBeet T_

Q4:iRI3&3E B Wk B3 2802.1X » £ F LA AHRMAEF S ?

hE AT Y 0 BRI A B 44V & hinjectionsTE ~ 802.1x3nE A £ 44+ 1E
b AP & WPA2 KRACKS s # - &ﬁwar@ﬁiﬁ’lﬁrﬁﬁaiﬁi R R AR 2 R R
P-n R R 5L22F WA R E A B FIRGES R P TR R AU 2 2
BY o RIS TIEY $a &k r’;uﬁxggp ° R el SRR £ e o e

BA B A AN EIE BT
TELECOM TECHNOLOGY CENTER 14



BELIF

TS B 2 L B M BT X RRIBAS G B

© EMAFERZIRE (WI-FIAP)
Y B

+ FARTABP £ (STB)

© TREME O EE (RAGEE PR L)

@

B4R A EBEE ML

TELECOM TECHNOLOGY CENTER

15






