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IP Camera

For Example: (% ¢ % 57OWASP# % & &)
1. Ensuring the update server is secure.

device.
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2 15 HIP CAMAR I G * 4§ ] o ek &
* 15: Privacy Concern (Privacy Notification)
e 16: Insecure Cloud Interface

* |7:Insecure Mobile Interface

2. the use of external ports such as USB to determine if data can be
maliciously accessed on the device without disassembling the
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For Example: (& & 7 :PANSI/CAN/UL 2900-1% % & &)
1. Binary code and Byte codg analysis.

2900-1 IP Camera
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e 12.Vendor Product Risk Management
Process




55 A B e @ EHABEEEERE

_,
=}
o
=
=
=]
=
=
=
o
=]
=

I MOUSTRY

PR ERBVI0EV200L R (1)

511 %MWk % 2 ¥
51114 S @RER? ¥ J UPILRY - PERT S ET WES
Bd SR A BRI o (15)

511925
L Y= S mry A

—-— Vi

J

) ‘1 ~— ) > -
5112 #r*2 s\ R 3 4xtl ¢ # ﬁﬂ:}@ﬂ}%ﬁﬁﬁ‘,ﬁ% ; e —fﬂ",ﬁ% SREENAE
A S T AR RS R A B0 i Bk B
o (25)

513 R HWHE
B L

i B o (35)
5.2.4 AT 'l“i?‘#—‘f%ﬁ#:;’ >

5243 4 5F RN AHE R » AT AT EAST o
5.2.7 P &M E 7

E2 7127 hd 5 > vp -
(S XY~ pre N =

A

- 5 ‘1
5273 A %2 X 2F 2 PR E & Pi&EH(log rotate)is 4] - (L&)



EAERTRAEE @ AEEREEIEERE
ITUTE FOR INFORMATION INDUS Taiwan Association of Information and Communication Standards

PEFEBVL0EV2.0:0L R (2)

532 AP THKE X >

5322 A S ik 2 p THR/M T REEE FRIFH, #i0 RS
MEF > e3P ERTT AN L(UPIP) s HEPREFER T
(SNMP)z E gz § i {3 2 (Bonjour) ° (% 3.%&)

541 FH|BH|% 2

5413 2 L& BEHE2 #a o MH L BEENBFZTER
(% 2)

5414 A %% - B R MR L BEL &4(F 3£SSHZ TLS)%w
/?’i% FERF SRS vE- M 2 KA BT RGIF LT x
ZRh'E o (¥2%)

5423 R ENX 2

5422&}5 T3 A2 XE R REAFHFERR S Frt g B
ARG Fuil L 2fRd M% (1%)

551 §# TR thEBFdE

5512 A FRABEFEY r BLE ¥V ITEIFLEFHBRE -



FRELIBVLI0E V2004 B (3)

O HEAXPUFRRET 2 RBE
o TLSvL.2

4

* & & & & & & &+ »

TLS_ECDHE_ECDSA WITH_AES256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES256_GCM_SHA384
TLS_ECDHE_ECDSA WITH_CHACHA20 POLY1305
TLS_ECDHE_RSA_WITH_CHACHA20 POLY1305
TLS_ECDHE_ECDSA WITH_AES128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES128 GCM_SHA256
TLS_ECDHE_ECDSA WITH_AES256_SHA384
TLS_ECDHE_RSA_WITH_AES256_SHA384
TLS_ECDHE_ECDSA WITH_AES128 SHA256
TLS_ECDHE_RSA_WITH_AES128 SHA256

@ TLSv1.3
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TLS_AES 128 GCM_SHA256
TLS_AES 256 GCM_SHA384
TLS_CHACHA20 POLY1305 SHA256
TLS_AES_128 CCM_SHA256
TLS_AES 128 CCM_8_SHA256
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