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2D R RF IS L AR A
em 1 OWASP ONVIF
IR R $EIE B [3] 78 P [18-19]
110: Poor Physical Security
5.1.1.1(a) | Ensuring USB ports or other external ports can not be | N/A
used to maliciously access the device.
5.1.12(a) 110: Ppor Physical Security
5' 1 ' 1 ' 2(b) Ensuring only required external ports such as USB N/A
T are required for the product to function.
5.1.2.1(a)
5.1.2.1(b) | VA N/A
110: Poor Physical Security
5.1.3.1(a) iﬁgﬁgg, data storage medium can not be easily N/A
Ensuring device can not be easily disassembled.
12: Insufficient Authentication/Authorization
5.1.3.2(a) . .
Ensuring that password recovery mechanisms are N/A
5.1.3.2(b)
secure.
I19: Insecure Software/Firmware
>-1.41() Implement the secure boot if possible (chain of trust). N/A
5.2.1.1(a) | N/A N/A
5.2.1.2(a) | N/A N/A
I3: Insecure Network Services
5.2.2.1(a) | Ensuring only necessary ports are exposed and N/A
available.
19: Insecure Software/Firmware
Ensuring the device has the ability to update (very Core Spec. — Ver.
5.2.3.1(a) | important, need secure update mechanism). 16.12
5.2.3.1(b) | Ensuring the update file is encrypted using accepted o
. 4.5.5 Firmware
5.2.3.1(c) | encryption methods. Unerade
Ensuring the update file is transmitted via an pe
encrypted connection.
5.2.3.2(a) 19: Ingecure Softwarg/Fi.rmware .
5.2.3.2(b) Ensur.mg the update is signed and verified be.:fore N/A
T allowing the update to be uploaded and applied.
I19: Insecure Software/Firmware
5.2.4.1(a) | Ensuring the update file does not expose sensitive N/A
data.
5.2.4.2(a) | N/A N/A
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Ay 77 B [3] £ 7 B [18-19]
Advanced Security
5.2.5.1(a) | N/A Service Spec. — Ver.

1.3
5.2 Keystore

5.2.5.2(a)

110: Poor Physical Security

Ensuring stored data is encrypted at rest.

I8: Insufficient Security Configurability
Ensuring the ability to encrypt data at rest or in
transit.

Advanced Security
Service Spec. — Ver.
1.3

5.2 Keystore

11: Insecure Web Interface

5.2.6.1(a) | Ensuring web interface is not susceptible to XSS, N/A
SQLi or CSRF.
12: Insufficient Authentication/Authorization
5.2.7.1(a) E;;E;i;g re-authentication is required for sensitive
g;;}?g)) I3: Insecure Netwo'rk Services NA
The abnormal service request traffic should be
detected and blocked on service gateway layer.
5.2.7.2(a) | N/A N/A
5.2.8.1(a) | I8: Insufficient Security Configurability
5.2.8.1(b) | Ensuring the ability to enable logging of security N/A
5.2.8.1(c) | events.
I18: Insufficient Security Configurability
5.2.8.2(a) | Ensuring the ability to notify end users of security N/A
events
I1: Insecure Web Interface
Ensuring credentials are not exposed in internal or
external network traffic.
12: Insufficient Authentication/Authorization
Ensuring credentials are properly protected.
5.3.1.1(a) | 14: Lack of Transport Encryption N/A

Ensuring only accepted encryption standards are used
and avoid using proprietary encryption protocols.

I18: Insufficient Security Configurability

Ensuring the ability to encrypt data at rest or in
transit.

5.3.1.2(2)

I1: Insecure Web Interface

Ensuring credentials are not exposed in internal or
external network traffic.

12: Insufficient Authentication/Authorization
Ensuring credentials are properly protected.

I14: Lack of Transport Encryption

Ensuring data is encrypted using protocols such as
SSL and TLS while transiting networks.

Ensuring only accepted encryption standards are used
and avoid using proprietary encryption protocols.

Core Spec. — Ver.
16.12

5.12.1
Authentication
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ONVIF
¥ 5% P [18-19]

I18: Insufficient Security Configurability
Ensuring the ability to encrypt data at rest or in
transit.

23%1&3 I3: Insecure Network Services .
5: 3:2:1 ©) Ensyrmg netvyork ports or services are not exposed to | N/A
53.2.1(d) the internet via UPnP for example.
I3: Insecure Network Services
Ensuring services are not vulnerable to buffer
5.3.3.1(a) | overflow and fuzzing attacks. N/A

The abnormal service request traffic should be
detected and blocked on service gateway layer.

11: Insecure Web Interface

Core Spec. — Ver.
16.12

Ensuring password recovery mechanisms are robust 5.12.1

and do not supply an attacker with information Authentication
5.4.1.1(a) indicating a valid account o 5.12.3 Username
5' 4'1'1 (b) 12: Insufﬁment Authentlcat10n/Aqthprlzat10n token profile ‘
5: 4: 1 :1 ©) Ensuring granular access control is in place when Advanced Security

necessary.
The device authentication is required.
Ensuring that password recovery mechanisms are

Service Spec. — Ver.
1.3
4.2 Certificate-

secure based Client
Authentication
12: Insufficient Authentication/Authorization
>4.1.2(2) Implement two factor authentication where possible N/A
I1: Insecure Web Interface
Default passwords and ideally default usernames to
be changed during initial setup.
Ensuring weak passwords are not allowed.
5.4.2.1(a) | Ensuring account lockout after 3 -5 failed login
5.4.2.1(b) | attempts. N/A
5.4.2.1(c) | 12: Insufficient Authentication/Authorization
5.4.2.1(d) | Ensuring that the strong passwords are required.

Ensuring options are available for configuring
password controls.
I8: Insufficient Security Configurability

Ensuring the ability to force strong password policies.

5.4.3.1(a)
5.4.3.1(b)

12: Insufficient Authentication/Authorization
Reviewing the various interfaces to determine
whether the interfaces allow for separation of roles.
For example, all features will be accessible to
administrators, but users will have a more limited set
of features available.

I8: Insufficient Security Configurability

Ensuring the ability to separate normal users from
administrative users.

Core Spec. — Ver.
16.12

5.12.2 User-based
access control
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OWASP
¥R P [3]

ONVIF
¥ 5% P [18-19]

5.5.1.1(a)
5.5.1.1(b)
5.5.1.1(c)

I5: Privacy Concerns
Ensuring only authorized individuals have access to
collected personal information.

N/A

5.5.2.1(a)

14: Lack of Transport Encryption

Ensuring the message payload encryption.

I5: Privacy Concerns

Ensuring any data collected is properly protected with
encryption.

N/A

5.5.2.2(a)

I14: Lack of Transport Encryption

Ensuring the message payload encryption.

I5: Privacy Concerns

Ensuring any data collected is properly protected with
encryption.

N/A

5.5.2.3(2)

14: Lack of Transport Encryption

Ensuring the message payload encryption.

I5: Privacy Concerns

Ensuring any data collected is properly protected with
encryption.

N/A

36



Ay &3 e E
Q ”ﬁmﬁ%hﬁmw TAICS TS-0014-2 v1.0:2017

3 PR

[1] UL 2900-1, Outline of Investigation for Software Cybersecurity for Network Connectable
Products, Part 1: General Requirements

[2] GSMA corp., IoT Security Guidelines for Endpoint Ecosystems

[3] OWASP.org, Top IoT Vulnerabilities,
https://www.owasp.org/index.php/Top IoT Vulnerabilities

[4] #3244 KHARAEE, 0T tF+2) 7444 K74 Y verl0

[5] NIST, National Vulnerability Database, https://nvd.nist.gov/vuln/full-listing

[6] First, Common Vulnerability Scoring System v3.0 Specification,
https://www.first.org/cvss/specification-document

[7] 7 Fcheiz 7338, B A T EEZE, Dec., 2015

[8] {7 Fcle P 7T % > ¢ FWHMIRIFY &, Fofirie fi A% Microsoft Windows 8.1
(V1.3)

[9] NIST, "Announcing the ADVANCED ENCRYPTION STANDARD (AES)", October 2,
2012.

[10] NIST, Annex A: Approved Security Functions for FIPS PUB 140-2: Security
Requirements for Cryptographic Modules, May 10, 2017

[11] OWASP.org, OWASP Top Ten 2017 Project,
https://www.owasp.org/index.php/Category:OWASP Top Ten 2017 Project

[12] NIST, NIST Special Publication 800-92: Guide to Computer Security Log Management,
Sep, 2006

[13] 78 f&* FXWE, (78 % App A » 7% R V1.1

14] RFC 3550, RTP: A Transport Protocol for Real-Time Applications

15] RFC 2326, Real Time Streaming Protocol (RTSP)

16] RFC 7540, Hypertext Transfer Protocol Version 2 (HTTP/2)

17] RFC 5246, The Transport Layer Security (TLS) Protocol Version 1.2

18] ONVIF, Core Specification Version 16.12, Dec., 2016.

[
[
[
[
[
[19] ONVIF, Advanced Security Service Version 1.3, Feb., 2016.

37



O cvmmmnmans

TAICS TS-0014-2 v1.0:2017

R A

e A

¥
e

v1.0

2017/11/26

e
¥

38



BHEXEIRERE

Taiwan Association of Information and Communication Standards

#y 4t e BT EREERE KRS58 Z—

T IF - +886-2-23567698

Email * secretariat@taics.org.tw

www.taics.org.tw



