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(%%)
PR RE AL LARE R R A
SRR OWASP loT Top 10 ONVIF
BFE £ , |
R P [3] ¥ &8 P [18]-[19]
5.1.1.1(a) | 110: Poor Physical Security N/A
5.1.2.1(a) | 110: Poor Physical Security N/A
5.1.2.1(b) | 110: Poor Physical Security N/A
5.1.2.1(c) | 110: Poor Physical Security N/A
5.1.3.1(a) | 110: Poor Physical Security N/A
12: Insufficient
5.1.3.2(a) Authentication/Authorization N/A
12: Insufficient
5.1.3.2(b) Authentication/Authorization N/A
5.1.4.1(a) | 19: Insecure Software/Firmware N/A
Core Spec. — Ver. 16.12
5.1.5.1(a) | N/A 4.5.3 System
Core Spec. — Ver. 16.12
5.1.5.1(b) | N/A 4.5.3 System
Core Spec. — Ver. 16.12
5.1.5.1(c) | N/A 4.5.3 System
5.15.2(a) | N/A N/A
5.1.5.2(b) | N/A N/A
5.2.1.1(a) | I3: Insecure Network Services N/A
13: Insecure Network Services
5.2.1.2(2) 16: Insecure Cloud Interface N/A
5.2.2.1(a) 13: Insecure Network Services Core Spec. — Ver. 16.12
T 16: Insecure Cloud Interface 4.5.2 Network
) . Core Spec. — Ver. 16.12
5.2.3.1(a) | 19: Insecure Software/Firmware 4.5.5 Firmware Upgrade
) . Core Spec. — Ver. 16.12
5.2.3.1(b) | 19: Insecure Software/Firmware 4.5.5 Firmware Upgrade
) . Core Spec. — Ver. 16.12
5.2.3.1(c) | 19: Insecure Software/Firmware 4.5.5 Firmware Upgrade
5.2.3.1(d) | 19: Insecure Software/Firmware 4.5.3 System
Advanced Security Service Spec. — Ver.
5.24.1(a) | N/A 1.3
5.2 Keystore
110: Poor Physical Security Advanced Security Service Spec. — Ver.
5.2.4.2(a) 18: Insufficient Security Configurabilit L3
' y g y 5.2 Keystore
5.2.5.1(a) | I1: Insecure Web Interface N/A
12: Insufficient
5.2.6.1(a) | Authentication/Authorization N/A
13: Insecure Network Services
5.2.6.1(b) | I12: Insufficient N/A
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Authentication/Authorization
13: Insecure Network Services

12: Insufficient

5.2.6.1(c) | Authentication/Authorization N/A
13: Insecure Network Services
) - . . - Core Spec. — Ver. 16.12
5.2.7.1(a) | I8: Insufficient Security Configurability 4.5.3 System
Core Spec. — Ver. 16.12
5.2.7.1(b) | N/A 4.5.3 System
Core Spec. — Ver. 16.12
5.2.7.1(c) | N/A 4.5.3 System
) . Core Spec. — Ver. 16.12
5.2.7.2(a) | I13: Insecure Network Services 4.5 2 Network
5.2.8.1(a) | N/A N/A
5.2.8.1(b) | N/A N/A
12:Insufficient
5.2.8.1(c) | Authentication/Authorization Core Spec. — Ver. 16.12
I8: Insufficient Security Configurability 5.12.2 User-based access control
Core Spec. — Ver. 16.12
5.2.9.1(a) | N/A 4.5.3 System
5.2.9.2(a) | N/A N/A
5.2.9.3(a) | N/A N/A
11: Insecure Web Interface
12: Insufficient
5.3.1.1(a) | Authentication/Authorization N/A
14: Lack of Transport Encryption
18: Insufficient Security Configurability
11: Insecure Web Interface
12: Insufficient
5.3.1.2(a) | Authentication/Authorization Core Spec. — Ver. 16.12
14: Lack of Transport Encryption 5.12.1 Authentication
18: Insufficient Security Configurability
) . Core Spec. — Ver. 16.12
5.3.2.1(a) | I3: Insecure Network Services 4.5 2 Network
5.3.2.1(b) | I3: Insecure Network Services N/A
5.3.2.1(c) | I3: Insecure Network Services N/A
5.3.2.1(d) | I3: Insecure Network Services N/A
) . Core Spec. — Ver. 16.12
5.3.3.1(a) | I3: Insecure Network Services 4.5 2 Network
5.3.4.1(a) I4E La_ck of Transport Encryption N/A
15: Privacy Concerns
5.3.4.2(a) I4E La_ck of Transport Encryption N/A
15: Privacy Concerns
11: Insecure Web Interface Core Spec. — Ver. 16.12
5.4.1.1(a) | 12: Insufficient 5.12.1 Authentication
Authentication/Authorization 5.12.3 Username token profile
11: Insecure Web Interface Advanced Security Service Spec. — Ver.
5.4.1.1(b) | I12: Insufficient 1.3
Authentication/Authorization 4.2 Certificate-based Client Authentication
5.4.1.1(c) | I1: Insecure Web Interface Core Spec. — Ver. 16.12
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12: Insufficient
Authentication/Authorization

5.12.1 Authentication
5.12.3 Username token profile

5.4.1.1(d) | I7: Insecure Mobile Interface N/A
12: Insufficient
5.4.1.2(a) | Authentication/Authorization N/A
I7: Insecure Mobile Interface
11: Insecure Web Interface
5.4.2.1(a) | 2 Insufficient o N/A
Authentication/Authorization
18: Insufficient Security Configurability
11: Insecure Web Interface
12: Insufficient
54.2.1(b) Authentication/Authorization N/A
18: Insufficient Security Configurability
11: Insecure Web Interface
5.4.2.1(c) | 2 Insufficient o N/A
Authentication/Authorization
18: Insufficient Security Configurability
11: Insecure Web Interface
12: Insufficient
54.2.1(d) Authentication/Authorization N/A
18: Insufficient Security Configurability
12:Insufficient
5.4.3.1(a) | Authentication/Authorization Core Spec. — Ver. 16.12
18: Insufficient Security Configurability 5.12.2 User-based access control
12:Insufficient
5.4.3.1(b) | Authentication/Authorization Core Spec. — Ver. 16.12
18: Insufficient Security Configurability 5.12.2 User-based access control
55.1.1a) | N/A N/A
Core Spec. — Ver. 16.12
5.5.2.1(a) | I8: Insufficient Security Configurability 4.5.7 Security
5.12 Security
552.2(2) | N/A Core Spec. — Ver. 16.12

5.11 Error handling
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