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526.1(d) P 21 /5 53 8
1 i8] @ #7FROG S8 I1: Insecure Web Interface N/A
VI 12: Insufficient
5.2.7.1(a) API v e e i > gy N .
53 (@) s &4 Authentication/Authorization N/A
I13: Insecure Network Services
s 12: Insufficient
5.2.7.1(b) APl v v+ 2_ £ 2> 3% N .
oy %( é) = &5 Authentication/Authorization N/A
SRR I13: Insecure Network Services
R, 12: Insufficient
5.2.7.1(c) APl z_ii 7 75 &% N .
4 - é Ll%%“)ii Al b Authentication/Authorization N/A
R I13: Insecure Network Services
5.2.7.1(d) APl z_ i {7 7% %] # | 12: Insufficient N/A
H] - FERE (FHHE- Authentication/Authorization
5.2.7.1(e) APl 2_ i {7 7% ) %
- N/A N/A
# - AR B
5.2.7.1(f) APl 2_ i@ 7 78 v 1%
Hl - B mﬁis?l »HE 2 X N/A N/A
#r
5.2.7.1(g) APl #¥ e 2 481 % 37 | 18: Insufficient Security N/A
#4 Configurability
, : I8: Insufficient Security
G2 fF B pERT o
52.7.1() AP =+ 2 [F & Configurability N/A
- P 18: Insufficient Security Core Spec. — Ver. 16.12
NE 22k
5281(a) # 2% ¥ p 3% Configurability 4.5.3 System
oo 1 A Core Spec. — Ver. 16.12
'
528.1(b) w2 Ly ix N/A 4.5.3 System
Loy g 2 Core Spec. — Ver. 16.12
et SLAEE AR
52.82(a) & » & i N/A N/A
5282(0b) Pt R W E Core Spec. — Ver. 16.12
_ N/A
= 4.5.3 System
529.1() 3= FEk b - N/A Core Spec. — Ver. 16.12
RGP 4.5.3 System
5292(@) #Fa% 24 R
4% Jp £ 3% AES-256 N/A N/A
529.3() #EFEE & i» N/A N/A
5.2.9.3(b) w&F e F AL Bre | N/A N/A
5.3.1.1(a) FcR BT 2 @ﬁ] I11: Insecure Web Interface N/A

12: Insufficient
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Authentication/Authorization

14: Lack of Transport Encryption
18: Insufficient Security
Configurability

53.1.2(a) AR T WA

I11: Insecure Web Interface
12: Insufficient
Authentication/Authorization

Core Spec. — Ver. 16.12

FHE > 14: Lack of Transport Encryption 5.12.1 Authentication
18: Insufficient Security o
Configurability
5. 3 2 1(a) #rRAYE FTEFEA _ : Core Spec. — Ver. 16.12
I I3: Insecure Network Services 4.5 2 Network
5.3.2.1 b) % > WIiFi 2853 .
o by == B I3: Insecure Network Services N/A
E
5.3.2.1(c) &4 ] .
N )F(B) AR BT I3: Insecure Network Services N/A
53.2.1(d) . im 3BRKE 13: Insecure Network Services N/A

Core Spec. — Ver. 16.12

13 T oA . i
5331(a) Etr T R ¥ %J » I3: Insecure Network Services 4.5 2 Network
5.3. 4 1(a) # 7 kl2 @ fﬁsaj 14: Lack of Transport Encryption
. Dyi N/A
Hap= I5: Privacy Concerns
53.4.2(a) #HF A2 BEF | 14 Lack of Transport Encryption N/A
& * FIPS 140 2 I5: Privacy Concerns
534.3(a) B gz @?ﬁi%]%c 14: Lack of Transport Encryption N/A

Row B EE AES-256

I5: Privacy Concerns

54.1.1(a) &w 415 2

I11: Insecure Web Interface
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Authentication/Authorization

Core Spec. — Ver. 16.12
5.12.1 Authentication
5.12.3 Username token profile

I11: Insecure Web Interface

Advanced Security Service
Spec. — Ver. 1.3

) R 4 2R 8 . ici o .
5:4.1.1(b) &4 Fruls it 12: Insuf_ﬂmgnt . 4.2 Certificate-based Client
Authentication/Authorization .
Authentication
11: Insecure Web Interface Core Spec. — Ver. 16.12
54.1.1(c) B&E&Fw % R 12: Insufficient 5.12.1 Authentication

Authentication/Authorization

5.12.3 Username token profile
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Authentication/Authorization
I17: Insecure Mobile Interface

N/A

5.4.1.2(h)

I17: Insecure Mobile Interface

N/A
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I11: Insecure Web Interface

12: Insufficient
Authentication/Authorization

18: Insufficient Security
Configurability

N/A
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I11: Insecure Web Interface
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Authentication/Authorization
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Configurability
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I11: Insecure Web Interface
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54.2.1(c) i# 745 % L 184 Authentication/Authorization N/A
18: Insufficient Security
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I11: Insecure Web Interface
o o A o ur 12: Insufficient
5.4.2.1(d) id {7 #% e ~ H4p & N .
@ f ﬁm@’] F A Authentication/Authorization N/A

Z X B

18: Insufficient Security
Configurability

5.4.3.1(a) 'V F &

12:Insufficient
Authentication/Authorization
18: Insufficient Security
Configurability

Core Spec. — Ver. 16.12
5.12.2 User-based access control

5.4.3.1(b) #8214 sk

12:Insufficient
Authentication/Authorization
18: Insufficient Security
Configurability

Core Spec. — Ver. 16.12
5.12.2 User-based access control

5.4.4.1(2) ¥ A S ¥4

12

Core Spec. — Ver. 16.12
5.12.1 Authentication

551.1(a) fb* A27 5 BATL
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I17: Insecure Mobile Interface

Core Spec. — Ver. 16.12
5.12.1 Authentication

55.1.1(b) & * A28 2 # 7B~
Hig* F kR

N/A

Core Spec. — Ver. 16.12
4.5.3 System

55.1.2(a) & #25% b B 4%
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N/A

N/A

55.13() B&* A2\ wIFE >

18: Insufficient Security

Core Spec. — Ver. 16.12

) . 4.5.7 Security
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el Configurability 5.12 Security
55.1.3(b) J&* A23¢ 7 P AT
gl 2 % =2 SV E N/A N/A
TR Core Spec. — Ver. 16.12

55.2.1(a) & * 425\ 7 s

@) e ® AR EDRE A 4.5.7 Security

FEE O RSERY KR

5.12.2 User-based access control

552.1(0) f&" 475 % £ { 37

i v

19: Insecure Software/Firmware

N/A

55.2.1(c) B* A2 i 4 3%
akallat: 2k}

12: Insufficient
Authentication/Authorization

N/A

Core Spec. — Ver. 16.12

4| N/A 4.5.7 Security
5522(b) ¥ ¥ FiEgsir N/A Core Spec. — Ver. 16.12
255 4 RS 4 5.11 Error handling
552.2(c) ¥ ¥4 LjrH |

B b Rk /A N/A

55.23(a) M&* 4258 R ¥ N/A Core Spec. — Ver. 16.12

T2 Tyrz B

5.11 Error handling
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